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Cary H. Sherman, left, president of
the Recording Industry Association of
America, and Mitch Bainwol, its
chairman and chief executive. The
association was one of the media
organizations involved in the
agreement with Internet providers.
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To Slow Piracy, Internet Providers Ready Penalties
By BEN SISARIO
Published: July 7, 2011

Americans who illegally download songs and movies may soon be in

for a surprise: They will be warned to stop, and if they don’t, they

could find their Internet access slowing to a crawl.

After years of negotiations with

Hollywood and the music industry,

the nation’s top Internet providers

have agreed to a systematic approach

to identifying customers suspected of

digital copyright infringement and

then alerting them via e-mail or other

means.

Under the new process, which was announced Thursday,

several warnings would be issued, with progressively

harsher consequences if the initial cautions were ignored.

The companies took pains to say that the agreement did

not oblige Internet providers to shut down a repeat

offender’s account, and that the system of alerts was

meant to be “educational.” But they noted that carriers

would retain their right to cut off any user who violated

their terms of service.

In bringing together the media companies and Internet carriers, the deal demonstrates

how the once-clear line separating those two businesses has been blurred. Eight years

ago, the Recording Industry Association of America had to sue Verizon to try to uncover

the identity of a customer who was sharing music online. This year, Comcast completed

its merger with NBC, bringing an owner of digital content and a conduit for it under the

same roof.

Now the Internet providers are hoping to profit as they pipe music and video of the

nonpirated variety to their customers.

“The I.S.P.’s want to cooperate with Hollywood because the carriers recognize that their

own growth depends in part on bundled content strategies,” said Eric Garland of

BigChampagne, which tracks online media traffic. “They don’t want to be just utilities

providing Internet access, but premium content distributors as well.”

The system announced on Thursday involves a series of six warnings that an Internet

provider can send to a customer whom the media companies have identified as a
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provider can send to a customer whom the media companies have identified as a

possible copyright infringer.

The warnings escalate from simple e-mail notifications to, at levels 5 and 6, a set of

“mitigation measures,” like reduced connection speeds or a block on Web browsing. As

the alerts progress, a customer must acknowledge that he understands the notice.

Customers will also have the opportunity to contest the complaint.

The effect on consumers, the companies hope, will be more of a deterrent-by-annoyance

— rather than the random lightning bolt of litigation that was once the preferred method

of enforcement by the recording industry association, one of the parties to the

agreement.

The media companies were also represented by the Motion Picture Association of

America and groups acting on behalf of independent record companies and filmmakers.

The Internet carriers involved in the deal include AT&T, Cablevision, Comcast, Verizon

and Time Warner Cable.

The music and movie companies, which estimate that digital piracy costs the United

States economy $16 billion in lost revenue each year, have been eager for an efficient

way to deal with the problem.

As illegal downloading has become ingrained as a cultural habit, especially among young

people, expensive litigation has become less effective, and the lawsuits against

individuals were something of a public relations disaster for the music companies. The

new deal, the companies say, offers plenty of chances for even the most recalcitrant

pirates to reform.

“This is a sensible approach to the problem of online content theft and, importantly, one

that respects the privacy and rights of our subscribers,” Randal S. Milch, executive vice

president and general counsel for Verizon, said in a statement.

The agreement has an unlikely origin: it came about as a result of an effort to crack

down on child pornography that was led by Andrew M. Cuomo while he was the New

York attorney general.

In 2008, Mr. Cuomo, who is now the governor, brokered a deal in which several major

Internet providers agreed to block access to online sources of child pornography. Seeing

this, the recording industry association approached Mr. Cuomo for help with music

piracy, said Cary H. Sherman, the association’s president.

“We pointed out to him that there are overlaps between the child porn problem and

piracy,” Mr. Sherman said, because all kinds of files, legal and otherwise, are traded on

peer-to-peer networks.

Mr. Cuomo led the early talks between the Internet carriers and entertainment

companies, and on Thursday he issued a statement praising the deal.

The agreement, he said, “provides a rational and thoughtful solution — a solution that

respects the rights of copyright holders as well as I.S.P.’s and their customers — to a

problem that has plagued the Internet.”

Under the agreement, the content owners will deliver evidence of illegal file-sharing to

the Internet providers, which are then responsible for sending alerts and meting out

penalties. The Internet providers will not disclose the identity of the offending customer

to the media companies.

Many media and arts groups applauded the deal, saying that it would more effectively

reduce piracy and therefore benefit the creators of music and movies, whose fortunes

have eroded over the last decade.

Go to Your Recommendations »
What’s This? | Don’t Show

PRESENTED BY

Exclusive offers delivered to your inbox

Allows Drivers to Connect Electronic
Devices

3. To Slow Piracy, Internet Providers Ready
Penalties

4. JPMorgan Settles Bond Bid-Rigging Case
for $211 Million

5. U.S. Admiral Ties Pakistan to Killing of
Journalist

6. CHICAGO NEWS COOPERATIVE
Jobless Youth Get Summer Lift at Bicycle
Works

7. Wells Fargo to Settle Loans Lawsuit

8. Ethanol Subsidies Besieged

9. U.N. Report Criticizes Israel for Actions at
Border

10. Federal Judge Holds Financial Fate of
Wilpon and Katz

The fans own the magic
ALSO IN MOVIES »

Neither human nor ape
Jason Bateman: Team player

ADVERTISEMENTS

Ads by Google what's this?

DIRECTV® Official Offer
150+ Channels Only $29.99/mo (1yr) Call & Get Free
Showtime (3 Months)
DIRECTstarTV.com/Directv-Deals

Local Phone Service
Local Phone Service Providers Now Offering $5.99/Month
Service!
SavingMore.com/PhoneService

International Calling
Great Rates For Intl Calls Use Lingo 45 Countries for mo. Fee
www.Lingo.com

http://www.nytimes.com/recommendations
http://www.nytimes.com/content/help/extras/recommendations/recommendations.html
http://www.nytimes.com/adx/bin/adx_click.html?type=goto&opzn&page=www.nytimes.com/recommendations/module&pos=MostPop&sn2=e755a705/f991e837&sn1=c2c5a7e3/d4ce1ec4&camp=Thomson_Reuters_1714444-nyt9&ad=reuters_168x28_static&goto=http%3A%2F%2Fad%2Edoubleclick%2Enet%2Fclk%3B242760233%3B65646006%3Bb%3Fhttp%3A%2F%2Fke%2Ethomsonreuters%2Ecom
http://www.nytimes.com/adx/bin/adx_click.html?type=goto&opzn&page=www.nytimes.com/yr/mo/day/technology&pos=Box1&sn2=1e769007/da88728f&sn1=67924943/516304b2&camp=NYT2011_marketingmodule_Movies&ad=MO-D-I-NYT-MOD-MOD-M209-ROS-0711&goto=http://nytimes.com%3FWT.mc_id=MO-D-I-NYT-MOD-MOD-M209-ROS-0711-LOGO%26WT.mc_ev=click
http://www.nytimes.com/adx/bin/adx_click.html?type=goto&opzn&page=www.nytimes.com/yr/mo/day/technology&pos=Box1&sn2=1e769007/da88728f&sn1=34118ad4/223b718b&camp=NYT2011_marketingmodule_Movies&ad=MO-D-I-NYT-MOD-MOD-M209-ROS-0711&goto=http://www.nytimes.com/pages/movies/index.html%3FWT.mc_id=MO-D-I-NYT-MOD-MOD-M209-ROS-0711-VRT%26WT.mc_ev=click
http://www.nytimes.com/adx/bin/adx_click.html?type=goto&opzn&page=www.nytimes.com/yr/mo/day/technology&pos=Right5A&sn2=b4bb34fd/20f98cdf&sn1=d6176eb9/3ff0a8c&camp=NYT2011-Mktg-TimesLimited-S4D-ROS&ad=TL-D-I-NYT-AD-S4D-TLP-ROS-0211-NA&goto=http%3A%2F%2Fwww%2Enytimes%2Ecom%2Fmarketing%2Ftimeslimited%2F%3FWT%2Emc%5Fid%3DTL%2DD%2DI%2DNYT%2DAD%2DS4D%2DTLP%2DROS%2D0211%2DNA%26WT%2Emc%5Fev%3Dclick
http://www.nytimes.com/2011/07/08/business/ford-sued-over-patents-for-sync-connectivity-system.html?src=recg
http://www.nytimes.com/2011/07/08/technology/to-slow-piracy-internet-providers-ready-penalties.html?src=recg
http://www.nytimes.com/2011/07/08/business/jpmorgan-settles-bond-bid-rigging-case-for-211-million.html?src=recg
http://www.nytimes.com/2011/07/08/world/asia/08mullen.html?src=recg
http://www.nytimes.com/2011/07/08/us/08cncblackstone.html?src=recg
http://www.nytimes.com/2011/07/08/us/08cncblackstone.html?src=recg
http://www.nytimes.com/2011/07/08/business/wells-fargo-to-settle-loans-suit.html?src=recg
http://www.nytimes.com/2011/07/08/business/energy-environment/corn-ethanol-subsidies-may-be-in-jeopardy.html?src=recg
http://www.nytimes.com/2011/07/08/business/energy-environment/corn-ethanol-subsidies-may-be-in-jeopardy.html?src=recg
http://www.nytimes.com/2011/07/08/world/middleeast/08mideast.html?src=recg
http://www.nytimes.com/2011/07/07/sports/baseball/federal-judge-holds-financial-fate-of-wilpon-and-katz.html?src=recg
http://www.nytimes.com/2011/07/07/sports/baseball/federal-judge-holds-financial-fate-of-wilpon-and-katz.html?src=recg
http://www.nytimes.com/adx/bin/adx_click.html?type=goto&opzn&page=www.nytimes.com/yr/mo/day/technology&pos=Box1&sn2=1e769007/da88728f&sn1=34118ad4/223b718b&camp=NYT2011_marketingmodule_Movies&ad=MO-D-I-NYT-MOD-MOD-M209-ROS-0711&goto=http://www.nytimes.com/2011/07/03/movies/the-fans-are-all-right-for-harry-potter.html%3FWT.mc_id=MO-D-I-NYT-MOD-MOD-M209-ROS-0711-PH%26WT.mc_ev=click
http://www.nytimes.com/adx/bin/adx_click.html?type=goto&opzn&page=www.nytimes.com/yr/mo/day/technology&pos=Box1&sn2=1e769007/da88728f&sn1=34118ad4/223b718b&camp=NYT2011_marketingmodule_Movies&ad=MO-D-I-NYT-MOD-MOD-M209-ROS-0711&goto=http://www.nytimes.com/2011/07/03/movies/the-fans-are-all-right-for-harry-potter.html%3FWT.mc_id=MO-D-I-NYT-MOD-MOD-M209-ROS-0711-HDR%26WT.mc_ev=click
http://www.nytimes.com/adx/bin/adx_click.html?type=goto&opzn&page=www.nytimes.com/yr/mo/day/technology&pos=Box1&sn2=1e769007/da88728f&sn1=34118ad4/223b718b&camp=NYT2011_marketingmodule_Movies&ad=MO-D-I-NYT-MOD-MOD-M209-ROS-0711&goto=http://www.nytimes.com/pages/movies/index.html%3FWT.mc_id=MO-D-I-NYT-MOD-MOD-M209-ROS-0711-URL%26WT.mc_ev=click
http://www.nytimes.com/adx/bin/adx_click.html?type=goto&opzn&page=www.nytimes.com/yr/mo/day/technology&pos=Box1&sn2=1e769007/da88728f&sn1=34118ad4/223b718b&camp=NYT2011_marketingmodule_Movies&ad=MO-D-I-NYT-MOD-MOD-M209-ROS-0711&goto=http://www.nytimes.com/2011/07/03/movies/the-heartbreaking-story-of-project-nim.html%3FWT.mc_id=MO-D-I-NYT-MOD-MOD-M209-ROS-0711-L1%26WT.mc_ev=click
http://www.nytimes.com/adx/bin/adx_click.html?type=goto&opzn&page=www.nytimes.com/yr/mo/day/technology&pos=Box1&sn2=1e769007/da88728f&sn1=34118ad4/223b718b&camp=NYT2011_marketingmodule_Movies&ad=MO-D-I-NYT-MOD-MOD-M209-ROS-0711&goto=http://www.nytimes.com/2011/07/03/movies/jason-bateman-anchor-of-all-star-comedy-ensembles.html%3FWT.mc_id=MO-D-I-NYT-MOD-MOD-M209-ROS-0711-L2%26WT.mc_ev=click
http://www.nytimes.com/adx/bin/adx_click.html?type=goto&opzn&page=www.nytimes.com/yr/mo/day/technology&pos=Middle5&sn2=db4e40cb/e68c4aa8&sn1=51ba660f/448eaa99&camp=NYT2011-Mktg-Dealbook-336x79-ROS&ad=BU-D-I-NYT-MOD-FP-DBK-ROS-1110-FB&goto=http%3A%2F%2Fwww%2Efacebook%2Ecom%2FDealBook
http://www.nytimes.com/ref/membercenter/faq/linkingqa16.html
http://googleads.g.doubleclick.net/aclk?sa=l&ai=BZraHavsWTpLeF6m1sQfR39TRDJioqrkCmPf73zLAjbcBwKTZARABGAEg1suGBigFOABQlJvInfv_____AWDJlu6IhKTsD6AB2OmdywOyAQ93d3cubnl0aW1lcy5jb226AQEwyAEB2gFjaHR0cDovL3d3dy5ueXRpbWVzLmNvbS8yMDExLzA3LzA4L3RlY2hub2xvZ3kvdG8tc2xvdy1waXJhY3ktaW50ZXJuZXQtcHJvdmlkZXJzLXJlYWR5LXBlbmFsdGllcy5odG1sgAIB0AIBqAMB6APBAugD_wLoA6IK9QMABBAE9QMgAIAA&num=1&sig=AGiWqtz7bSlv1pXoICqTpieDCHQKsGikPg&client=ca-nytimes_display_html&adurl=http://www.directstartv.com/%3FreferID%3Dgoogle_content%26k%3Ddisplay_optimizer_non-brand%7Bautomatic_placements%7D
http://googleads.g.doubleclick.net/aclk?sa=l&ai=BZraHavsWTpLeF6m1sQfR39TRDJioqrkCmPf73zLAjbcBwKTZARABGAEg1suGBigFOABQlJvInfv_____AWDJlu6IhKTsD6AB2OmdywOyAQ93d3cubnl0aW1lcy5jb226AQEwyAEB2gFjaHR0cDovL3d3dy5ueXRpbWVzLmNvbS8yMDExLzA3LzA4L3RlY2hub2xvZ3kvdG8tc2xvdy1waXJhY3ktaW50ZXJuZXQtcHJvdmlkZXJzLXJlYWR5LXBlbmFsdGllcy5odG1sgAIB0AIBqAMB6APBAugD_wLoA6IK9QMABBAE9QMgAIAA&num=1&sig=AGiWqtz7bSlv1pXoICqTpieDCHQKsGikPg&client=ca-nytimes_display_html&adurl=http://www.directstartv.com/%3FreferID%3Dgoogle_content%26k%3Ddisplay_optimizer_non-brand%7Bautomatic_placements%7D
http://googleads.g.doubleclick.net/aclk?sa=l&ai=BZraHavsWTpLeF6m1sQfR39TRDJioqrkCmPf73zLAjbcBwKTZARABGAEg1suGBigFOABQlJvInfv_____AWDJlu6IhKTsD6AB2OmdywOyAQ93d3cubnl0aW1lcy5jb226AQEwyAEB2gFjaHR0cDovL3d3dy5ueXRpbWVzLmNvbS8yMDExLzA3LzA4L3RlY2hub2xvZ3kvdG8tc2xvdy1waXJhY3ktaW50ZXJuZXQtcHJvdmlkZXJzLXJlYWR5LXBlbmFsdGllcy5odG1sgAIB0AIBqAMB6APBAugD_wLoA6IK9QMABBAE9QMgAIAA&num=1&sig=AGiWqtz7bSlv1pXoICqTpieDCHQKsGikPg&client=ca-nytimes_display_html&adurl=http://www.directstartv.com/%3FreferID%3Dgoogle_content%26k%3Ddisplay_optimizer_non-brand%7Bautomatic_placements%7D
http://googleads.g.doubleclick.net/aclk?sa=L&ai=BqpRjavsWTpLeF6m1sQfR39TRDIrUs7cC4rf41jDAjbcBoJ1UEAIYAiDWy4YGKAU4AFC4iLe9-_____8BYMmW7oiEpOwPsgEPd3d3Lm55dGltZXMuY29tugEBMMgBAdoBY2h0dHA6Ly93d3cubnl0aW1lcy5jb20vMjAxMS8wNy8wOC90ZWNobm9sb2d5L3RvLXNsb3ctcGlyYWN5LWludGVybmV0LXByb3ZpZGVycy1yZWFkeS1wZW5hbHRpZXMuaHRtbIACAagDAegDwQLoA_8C6AOiCvUDAAQQBPUDIACAAA&num=2&sig=AGiWqtwtIaxdgjZmzJC1Zyf9z_CQCepXtQ&client=ca-nytimes_display_html&adurl=http://www.savingmore.com/save.php%3Fquery%3DLocal%2BPhone%2BService%2BProvider%26smid%3Dsm-4d75607e27065%26sms%3Dadwc%26
http://googleads.g.doubleclick.net/aclk?sa=L&ai=BqpRjavsWTpLeF6m1sQfR39TRDIrUs7cC4rf41jDAjbcBoJ1UEAIYAiDWy4YGKAU4AFC4iLe9-_____8BYMmW7oiEpOwPsgEPd3d3Lm55dGltZXMuY29tugEBMMgBAdoBY2h0dHA6Ly93d3cubnl0aW1lcy5jb20vMjAxMS8wNy8wOC90ZWNobm9sb2d5L3RvLXNsb3ctcGlyYWN5LWludGVybmV0LXByb3ZpZGVycy1yZWFkeS1wZW5hbHRpZXMuaHRtbIACAagDAegDwQLoA_8C6AOiCvUDAAQQBPUDIACAAA&num=2&sig=AGiWqtwtIaxdgjZmzJC1Zyf9z_CQCepXtQ&client=ca-nytimes_display_html&adurl=http://www.savingmore.com/save.php%3Fquery%3DLocal%2BPhone%2BService%2BProvider%26smid%3Dsm-4d75607e27065%26sms%3Dadwc%26
http://googleads.g.doubleclick.net/aclk?sa=L&ai=BqpRjavsWTpLeF6m1sQfR39TRDIrUs7cC4rf41jDAjbcBoJ1UEAIYAiDWy4YGKAU4AFC4iLe9-_____8BYMmW7oiEpOwPsgEPd3d3Lm55dGltZXMuY29tugEBMMgBAdoBY2h0dHA6Ly93d3cubnl0aW1lcy5jb20vMjAxMS8wNy8wOC90ZWNobm9sb2d5L3RvLXNsb3ctcGlyYWN5LWludGVybmV0LXByb3ZpZGVycy1yZWFkeS1wZW5hbHRpZXMuaHRtbIACAagDAegDwQLoA_8C6AOiCvUDAAQQBPUDIACAAA&num=2&sig=AGiWqtwtIaxdgjZmzJC1Zyf9z_CQCepXtQ&client=ca-nytimes_display_html&adurl=http://www.savingmore.com/save.php%3Fquery%3DLocal%2BPhone%2BService%2BProvider%26smid%3Dsm-4d75607e27065%26sms%3Dadwc%26
http://googleads.g.doubleclick.net/aclk?sa=l&ai=BJE_yavsWTpLeF6m1sQfR39TRDILJvqwC0o2Z7hzAjbcB4JlqEAMYAyDWy4YGKAU4AFCXzfjH-v____8BYMmW7oiEpOwPoAG2ttLmA7IBD3d3dy5ueXRpbWVzLmNvbboBATDIAQHaAWNodHRwOi8vd3d3Lm55dGltZXMuY29tLzIwMTEvMDcvMDgvdGVjaG5vbG9neS90by1zbG93LXBpcmFjeS1pbnRlcm5ldC1wcm92aWRlcnMtcmVhZHktcGVuYWx0aWVzLmh0bWzIAprBmx6oAwHoA8EC6AP_AugDogr1AwAEEAT1AyAAgAA&num=3&sig=AGiWqtxgKLzgNPelyw_QuFcEvqdUOF5afw&client=ca-nytimes_display_html&adurl=http://www.lingo.com/shop/promotions/lingosmarttalkmass_gct.jsp%3Futm_source%3DGContent%26utm_medium%3DTxt%26utm_campaign%3DST
http://googleads.g.doubleclick.net/aclk?sa=l&ai=BJE_yavsWTpLeF6m1sQfR39TRDILJvqwC0o2Z7hzAjbcB4JlqEAMYAyDWy4YGKAU4AFCXzfjH-v____8BYMmW7oiEpOwPoAG2ttLmA7IBD3d3dy5ueXRpbWVzLmNvbboBATDIAQHaAWNodHRwOi8vd3d3Lm55dGltZXMuY29tLzIwMTEvMDcvMDgvdGVjaG5vbG9neS90by1zbG93LXBpcmFjeS1pbnRlcm5ldC1wcm92aWRlcnMtcmVhZHktcGVuYWx0aWVzLmh0bWzIAprBmx6oAwHoA8EC6AP_AugDogr1AwAEEAT1AyAAgAA&num=3&sig=AGiWqtxgKLzgNPelyw_QuFcEvqdUOF5afw&client=ca-nytimes_display_html&adurl=http://www.lingo.com/shop/promotions/lingosmarttalkmass_gct.jsp%3Futm_source%3DGContent%26utm_medium%3DTxt%26utm_campaign%3DST
http://googleads.g.doubleclick.net/aclk?sa=l&ai=BJE_yavsWTpLeF6m1sQfR39TRDILJvqwC0o2Z7hzAjbcB4JlqEAMYAyDWy4YGKAU4AFCXzfjH-v____8BYMmW7oiEpOwPoAG2ttLmA7IBD3d3dy5ueXRpbWVzLmNvbboBATDIAQHaAWNodHRwOi8vd3d3Lm55dGltZXMuY29tLzIwMTEvMDcvMDgvdGVjaG5vbG9neS90by1zbG93LXBpcmFjeS1pbnRlcm5ldC1wcm92aWRlcnMtcmVhZHktcGVuYWx0aWVzLmh0bWzIAprBmx6oAwHoA8EC6AP_AugDogr1AwAEEAT1AyAAgAA&num=3&sig=AGiWqtxgKLzgNPelyw_QuFcEvqdUOF5afw&client=ca-nytimes_display_html&adurl=http://www.lingo.com/shop/promotions/lingosmarttalkmass_gct.jsp%3Futm_source%3DGContent%26utm_medium%3DTxt%26utm_campaign%3DST


A version of this article appeared in print on July 8, 2011, on page A1
of the New York edition with the headline: Net Providers Plan
Penalties To Slow Piracy.
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Others, including Public Knowledge, an Internet rights group, and the Center for

Democracy and Technology expressed concerns that consumers might be punished

“based on allegations that have not been tested in court.”

Many Internet music experts expressed doubt that the alert system would succeed in

stamping out piracy. The new system largely aims for peer-to-peer file-sharing tools like

BitTorrent. But plenty of other technologies exist for enterprising pirates, many of which

might allow them to evade easy detection.

“The challenge is that consumers will continue to do whatever they wish on the Internet,

and find clever ways to not attract the attention of the content companies or I.S.P.’s,”

said Mr. Garland of BigChampagne, whose company has long traced the proliferation of

file-sharing. “It will never end.”

Steve Lohr contributed reporting.
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